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Cybersecurity in Mathematics and
Science (CiMS)

Cybersecurity is becoming an increased concern among young technology users.
However, elementary school teachers often have limited preparation to teach students
about cybersecurity. Additional challenges include teachers limited time and motivation to

effectively incorporate cybersecurity topics into STEM lessons, limiting teachers ability to
enhance students’ knowledge and confidence and spark students interest and

» g .
involvement in cybersecurity. This project is designed to iteratively develop, refine, and Yy 14 {W

test an innovative professional development program that supports teachers to infuse

cybersecurity into 4th-5th grade mathematics and science instruction. P rOj e Ct Tea m


https://research.ced.ncsu.edu/cims/

Cybersecurity Awareness & Engineering

» Cybersecurity is a socio-technical system. Well-designed
engineering systems fail if users make risky decisions (e.g.
clicking a malicious link)

» Cybersecurity awareness helps close the “human
vulnerability” gap that engineering along cannot eliminate.

« Many systems work only if users understand and follow them
(e.g. using password reset options correctly)



The Need

There is a critical need to support K-12 teachers through professional development
in cybersecurity so that they can support their students (Lamond et al., 2025).

* Teachers and students are vulnerable to cybersecurity threats due to frequent
use of digital technologies in educational and personal settings

* Ransomware incidents have increased. K-12 school districts in particular suffer

from constant attacks due to their low budgets and limited resources. 82% of
K-12 schools experienced a cyber incident from July 2023 to December 2024.

* Students and teachers regularly deal with cyberbullying, online scams where
critical and private data may be at risk.



Cybersecurity Learning for K-12

Reviews find Cybersecurity for Elementary Learners is not
widespread.

A Systematic Literature Review on Cyber Security Education for Children, Saglam et al.
(2023)
» Five topic categories of cyber security awareness training: cybersecurity

technologies (e.g. antivirus), safety protocols (e.g. sharing personal information),
technical risks (e.g. scams), non-technical risks (e.g. cyberbullying), and privacy

awareness (e.g. digital footprints)
Cybersecurity awareness for children: A systematic literature review, Quayyum et
al. (2021)
» Cybersecurity risks - online harassment (cyberbullying and cyber stalking),
online privacy (social networks, smart toys and third party tracking), and other

areas of risk such as digital competence and risk exposure
» Internet safety instruction should begin as early as ages six through eight

(Moreno et al., 2013)



Cybersecurity Topics

Digital Security

Digital security refers to how one can secure his/her
identity and technology in the online world (Martin et
al., 2019)

Digital Privacy

Digital privacy refers to the confidentiality of the digital
information shared (Martin et al., 2019)

Cyberbullying

Cyberbullying is bullying that takes place over digital
devices such as cell phones, computers, and tablets.
(Martin et al., 2019)

Digital Footprint

A digital footprint is the trail of data one creates while
using the internet (Martin et al., 2019)
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How to Begin Designing

In engineering, you define a problem in order to design solutions.

Problem:

How do we create a more
reliable and efficient way
to travel long distances?

Problem:

As cars become faster,
how can we protect drivers
in the case of an accident.
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Problem:

In 2011, a study found
that female drivers have a
47% higher risk of
suffering serious injuries
compared to male drivers
in similar crashes.

What’s missing?!




Exclusionary Design

Problem:

In 2011, a study found
that female drivers have a
47% higher risk of
suffering serious injuries
compared to male drivers
in similar crashes.

What’s missing?!

Prior to 2003, crash test dummies
were designed based only on the
average male body - 59", 171lbs.

When women weren’t included in the
design and testing, the design solution
wasn't every all it was for the average

man.




Engineering Starts with a Person

In engineering design, you have to consider the end user.

Who are they? What are their needs? How will they engage with
the design solution?

As educators, we have to consider the “end user” of our
lessons.

Who are they? What are their needs? How will they engage with
the design solution (lesson)?

If we don’t Empathize with the user, we can’t build the right kind of
solution.




Design Thinking Process Diagram
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Empathize

Name: Walker ¢ Grade: 4th

Student Bio:

Walker attends school in a small suburban district outside of a large city. Most of the

Families in the school district are considered high-income. Woalker lives with his parents
and younger sister.

Favorite Subjects: Personal Interests: Is motivated by...

Math £ writing Sports: Football ond Lacrosse
Science a  Music Dance Parties at Home.

SOCia.I Studies 1 Art Plays Minecraft and VR gomes
Reading @ FE like Gorila Tag

Being able to work with
Friends.

Prefers learning that is... Technology Use:

Screen Time: 0 hours 4-6 hours 6+ hours
Interactive and requires
not a lot of writing Access at home: none no limit

Preferred Activity:

Devices Used:

Playing games and watching Youtube.




NC STATE UNIVERSITY

Visiting Student Personas

Visit 2 different poster scenarios with
your table groups. As you visit, answer:

e “What did you learn about the
student?”

e “What connections to your own
students’ lives do you see in the
persona?”

e “What connections to the
cybersecurity topics do you see in the
persona?”




NC STATE UNIVERSITY



http://www.youtube.com/watch?v=0yZcDeVsj_Y

NC STATE UNIVERSITY

Visiting Student Personas
Think & Discuss:

e “What did you learn about the

student?” A
e “What connections to your own 2 ‘
students’ lives do you see in the Q
persona?” y &
e “What connections to the ﬂ
cybersecurity topics do you see in the ==
persona?”’

p



http://www.youtube.com/watch?v=02iRuyDX1ZA

NC STATE UNIVERSITY



http://www.youtube.com/watch?v=0yZcDeVsj_Y

NC STATE UNIVERSITY

Visiting Student Personas
Think & Discuss:

e “What did you learn about the

student?” A
e “What connections to your own 2 ‘
students’ lives do you see in the Q
persona?” y &
e “What connections to the ﬂ
cybersecurity topics do you see in the ==
persona?”’

p



http://www.youtube.com/watch?v=02iRuyDX1ZA

Persona Think

Select ONE of the personas you visited and consider how your student would respond
based on one of these three scenarios:

A. Free Reward Link: Your student is playing a game (Roblox, etc) and they see a
message that says “Click this link to get free coins, skins, or upgrades.” This link
takes them to another website that asks them to log in with their username and
password.

B. Group Chat Talk: Your student is in a texting group chat with some of their friends
and someone shares a screenshot of someone else’s private messages with a rumor
about a classmate.

C. Shared Public Devices: Your student logs into a shared school device/classroom
device and forgets to log out. Later, someone else uses their account to send

mapproprlate messages. MATERIALS: Handout



Persona Think

Based on your selected student persona and scenario, answer the following

questions:

1.
2.

How would THIS student likely respond in this scenario?
What might this student think is safe that actually isn’t? OR What misconception

or gaps might this student have?
What would this student need to notice/know in order to respond/act safely?

MATERIALS: Handout


http://www.youtube.com/watch?v=03bEONp9k1w

NC STATE UNIVERSITY

Persona Swap & Think
Select a different student persona and consider the SAME scenario

1. How would THIS student likely respond in this scenario?
2. What might this student think is safe that actually isn’'t? OR What misconception
or gaps might this student have?

3. What would this student need to notice/know in order to respond/act safely?

4. What changed when the student changed?

5. What could this mean for you and your class as you are introducing cyber
concepts?

MATERIALS: Handout


http://www.youtube.com/watch?v=03bEONp9k1w

Connections to Other DTI Activities

Explore student personas to
discuss how actual students
encounter and engage with
technology.

. ‘Nume: Amy Age: 1 Grade: 5th

Student Bio: Atterds school in a large suburban district cutside of a large us
city. mostly mdde ncome. Amy Ives with her parents and younger brother, who she
£nds really amnoying Both of her parents werk. from home For technology-based

comparies
Favorife Subjects: Personal Inferests: Is motivated by...
Enjoys bery creatve and makin
o M 2 Wiy inies For e Barbie doks Hep Friends,
Readng O PE e arops ey
Technology Use: Devices Used:

Prefers learning that is...
+ Creatue such os drawny || Sereen Time: Ors GEEROUD 44hours 6 hours
[ || s e G 0

enjoy fests. -
Preferred Actvity: e
o Doesnt have a lot of ma
— . 0®

readng

Unpack standards to find

Cybersecurity Topic & Math/science Standords - Unpacked Connection Summary

Standard

Math or Science Strand, substrand, or big idea you relate fo the cyber fopic
A summary of the connections you might make

[Nome of Topic]
o Detals, standords,

objectives standard

Academic Language

connections across content.

Think & Connect:
or science?

How does the cyber topic extend or apply the math

Sticky note brainstorming to
produce ideas that can later be

Ideate
organized into a lesson plan.

Storyboard lesson ideas.

Prototype



Reflections on DTI

Teachers felt the program supported Competence, Autonomy,
and Relatedness (self-determination theory) through:

Developing Awareness (C) 2 £
Building cybersecurity content = =
knowledge (C)

~

Rk
ol

Lesson Design (C) : & g
Voice and Choice (A) = ’
Collaboration (R) =

Building Community (R) =

Connecting to Students (R)



Pa rti Ci pa nt ReS pO n SeS “So | was able to use that feedback, that

“So I think it was beneficial for not
only teachers, that made you more
self-aware. And then you think of, oh
my gosh, I'm more aware. And now
look at how much more exposure
these kids have. What can | do to help

them?”

“‘when we broke off into rooms earlier and we
were sharing what we had, you know, our
drafts, it was nice to get feedback from other
teachers in there. And, like some even
suggested an idea for my lesson | hadn't
thought of.”

encouragement, to make my lessons more
appropriate, make my lessons, | also use
those ideas to think of more engaging
activities that | could give to my students.”

“l think that made it, it's, I'm more likely to
teach the lesson since | got to pick what |
think will work for my class.”

‘teachers are so powerful. | mean, they
all come with different strengths, whether
it be really tech-based, really
STEM-focused on the integration piece.”
“‘we all come from different backgrounds”



Join us in June and July!

Funded by the National Science Foundation Award No. 2405230

Cybersecurity in Math and Science Elementary
Curriculum

TEACHER PROFESSIONAL DEVELOPMENT [pgss/oty

EMPOWER YOUR STUDENTS WITH CYBERSECURITY KNOWLEDGE! cims2026

Are you a 4th-5th grade math or science teacher
looking to integrate cybersecurity into your
lessons? We'd like to invite you to participate in our
cybersecurity teacher professional development
program and complete research activities!

$2,000 stipend for teachers in
experimental group and $1250 for teachers
in control group.

@ If you have any questions, please contact us:

Dr. Florence Martin fmartin3@ncsu.edu, Dr. Rebekah Davis rsdavis2@ncsu.edu




Q&A

Florence: fmartin3@ncsu.edu
Jessica: jhuntS@ncsu.edu
Briana: btrager@ncsu.edu

Angonique: acalhou3@ncsu.edu

https://research.ced.ncsu.edu/cims/
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